Wiewiorski Law Firm was established in 2004 and in the past few years it has
become one of the biggest law firms in Wroclaw. We provide advisory
services for the largest investors operating in Wroclaw Agglomeration and a
few dozen smaller entrepreneurs from Lower Silesia and other parts of
Poland.
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CERTAIN RESPONSIBILITES OF PERSONAL DATA CONTROLLER

Protection of personal data is an issue that many entrepreneurs have found a problem. It is a
consequence of complex regulations concerning the data that are imposed by both national and European
Union’s legal system, as well as of their strict interpretations conducted by responsible organs. As a result a
person in charge of administrating personal data is often not fully aware of their responsibility concerning

processing of it.

Who is the controller of personal data and what
exactly is personal data?

According to the definition given by the Act of 29
August 1997 on Personal Data Protection it is
understood as data any information
concerning an identified person or information that

personal

allows to identify them. Thus personal data does not
only include information that clearly indicates a
specific individual (an obvious example would be
name and surname), but also any piece of it that is
linked to an identified or possible to identify person.
This would be i.e. salary details or the type of a
commodity bought by a specified indvidual.

One should remember that the bill (the Act on
Personal Data Protection) applies to personal data
processed in databases and IT systems, even if not
within a database. As a general rule the bill does not

provide protection for i.e. singled out data revealed in
a publishing of any type.

The controller of personal data is, apart from other
entities listed in the bill, a natural or legal person or
an organized unit devoid of legal entity, that
processes personal data as a part of its economic or
professional activity or for the accomplishment of its
statutory goals and as such decides by which means

and for what purpose would they be processed. That

means that from legal point of view the controllers of
personal data are i.e. employers who are obliged to
protect their employees’ and anyone’s applying for a
position personal data or entrepreneurs, in reference
to the data of their clients (not if they are legal
entities, naturally). Who processes personal data only
on behalf of the controller (i.e. providing HR services)
is not considered one.

Controller’s responsibilities

The controller of personal data has to bear in mind
the necessity of compliance with all the regulations
concerning the data’s protection included in both the
bill and government orders. Apart from the duty of
processing the data in compliance with the general
rules expressed by the law (especially the principles of
legality, compatibility, correctness, openness and
temporal access), controller is obliged to secure the
data and register databases. We would like to focus
on the two latter issues more.
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Data security

According to article 36.1 of the bill the controller is

obliged to apply technical and organizational means

to secure the processed personal data in a way that is

adequate for the perils and category of protected

data, especially should he deny any unauthorized
access to it, protect it from theft, loss, alteration or
erasion. The controller is legally bound to prepare all

the necessary documents on the way the data is

processed and means applied to secure it. According
to government orders, the documents include:

a) “security policy” and
b) “instruction on the management of the IT
network that processes personal data”.

The content of the abovementioned documents is
defined by government orders, although it raises
doubts as it is not precise a regulation. Undoubtedly,
in order to prepare the documents correctly one
needs to take into consideration the interpretation of
the regulations presented by Generalny Inspektor
Ochrony Danych Osobowych (General Inspector for
the Protection of Personal Data, hereinafter referred
to as “GIODQO”) and customs that have arosen as a
result of practice.

From a legal point of view it might prove difficult to
comply with the requirements concerning security
procedures imposed by law (including i.e. issues of
authorization, selection of supervisors, security level
adjusted to the category each piece of information
falls into etc.) However, it is not only a legal problem,
as it is a must to provide the controller with IT support
in order to meet all the technical requirements in

compliance with law. It is therefore required from the
controller to prepare diverse internal procedures to
secure the processing of personal data (i.e. the
procedure of granting authorization to process them).
remember about other

Controller ought to

documents connected with personal data, i.e.

database of people authorized to process them or,
when there is no legal basis to do this, approvals
acquired from anyone whose data is to be obtained
and processed. An important obligation of the
controller is also the appointment of a data protection

officer.
Registration of personal data

If a given database does not benefit from legal
exemption, the controller is to register it at GIODO’s.
l.e. it is the controller’s duty to register a database
that includes personal data of his technical service
clients. There is however no obligation to register
databases that
employees or — as a general rule — of candidates

include personal data of one’s

applying for a position.

It is GIODO that is responsible for supervision of the
with the
requirements that fall within the scope of the bill and

controller in terms of compliance
government orders. In case the controller contravenes
with the law, GIODO applies the means according to
administrative proceeding. In more severe cases the
controller can suffer from criminal responsibility.
Bearing in mind what has been said, it is definitely
worth it to prepare and execute proper internal
procedures before one is surprised by GIODO’s

inspector knocking on the door.
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Document downloaded from www.wiewiorski.pl Please refer to our website for an important legal notice.

All information valid as of April 2012.

2  ASSOCIATION
BUSINESS SERVICE LEADERS
IN POLAND

( (
e T

Belgian

Business

Chamber

Ui

Delnoslgska lzba
Gospodarcza

KRAJIWA ZB4
RADGEW PRAWNYCH

Materialy informacyjne zawarte w niniejszej publikacji s chronione prawem autorskim i nie moga by¢ rozpowszechniane, powielane i przetwarzane bez zgody Kancelarii Prawnej Wiewiorski. Informacje
zamieszczone w publikacji majg charakter ogélny i nie moga by¢ traktowane jako porada prawna. Przed podjeciem jakichkolwiek decyzji i czynnosci, jak rowniez przed ich zaniechaniem, do ktérych
odnoszg sig tresci ujgete w niniejsze] publikacii, jej adresat powinien zasiegnaé porady prawnej.



